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[bookmark: _GoBack]The Security Vulnerability Report of the CommonWealth One Federal Credit Union.
Security vulnerability report clearly outlines any possible areas in which an organization is vulnerable to attacks, loss of data and outrage. The vulnerability can be found in the most popular operating systems, firewalls, routers and the embedded systems. Vulnerability leads to entire system compromise and loss of sensitive information and the organization's data. Attackers take advantage of the various vulnerabilities to exploit some confidential information from their victims. Organizations examine the most area where they are vulnerable to prepare reports on how to rectify the systems to block any possible attack. Based on the vulnerability report, organizations are able to plan appropriately for budget and resource improvements for the weaker areas of security.
CommonWealth One Federal Credit Union is a local not-for-profit financial services provider offering its members full service banking, including free checking, banking, specialized loans, savings plans, investments, financial tools and educational programs. CommonWealth One Federal Credit Union was chartered in 1944, with only 94 members and an all-volunteer staff. Since then, CommonWealth One has grown to become a full-service financial institution with over 36,000 members and over $300 million in assets.  They have branches located in Northern Virginia, Washington, DC and Harrisonburg, VA.
The reasons for data intrusion are mostly financial.  This automatically makes CommonWealth One Federal Credit Union a big target.  Some applications may be compromised through code injections.  GozNym malware, for example, usually adds codes into organization’s website and generates pop-up screens requesting individual data.  Through SQL injection, malware can get into delicate data in databases and/or get access to additional areas of the network via a web application.  Web application attacks are very difficult to spot since CommonWealth One Federal Credit Union has thousands of authentic users retrieving their sites.  Detecting these kinds of attacks is hard, especially if the cyber hackers use multiple proxy servers and spread their attacks over days or even weeks.
Another security incident that CommonWealth One Federal Credit may be exposed to is the distributed denial-of-service attack.  In DDoS attacks, mischievous streams of traffic are pointed at websites to close them down or create slow responses on the website. The hackers normally use compromised schemes known as zombies prepared in botnets to carry out their attacks.
Most breaches that the organization may be exposed to usually start by phishing. This is done by sending emails with mischievous files that permit malware to be transferred to the user's computer.  In a large organization like CommonWealth One Federal Credit, users are highly likely to open a mischievous email within a few minutes of getting it.  Email filters may not work the trick as they are of limited use because the mischievous attachments typically seem to be ordinary Word, PowerPoint, Excel or PDF documents.  As a result, filtering out all PDFs, would make the organization not to be able to function.  The best approach to take in order to prevent phishing attacks at CommonWealth One Federal Credit is keeping networks from compromised machines by segmenting the network and executing a solid validation to thwart intruders from going from phishing to full-blown exploration of the organization's network.
CommonWealth One Federal Credit needs to have a capacity to respond quickly to intruder break-ins as hackers are increasingly getting faster at break-ins while the IT Department are much slower. The period between compromising of system by intruders and discovery of the intrusion needs to be short. The organization’s internal fraud detection methods have to be very excellent.
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